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Automation & Orchestration Concepts
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Cost effective automation requires appropnate Abstraction
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What does it mean by appropriate Abstraction?
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Abstraction is a technigque for hiding complexity of computer systems. It works by
establishing a level of simplicity on which a person interacts with the system, suppressing
the more complex details below the current level
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Appropriate abstraction enables Dedlarative Interfaces
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Imperative Model ipS T\ IRTEIRT,

Imperative — What we've done for years (scripting, iRules, etc.) Imperative
methodology implies that you define the flow of an operation implicitly. It also
Implies that domain-specific knowledge is required to interact with the system.

What domain-specific knowledge is required to make this sandwich?
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Declarative — What we’re evolving to. Declarative methodology implies that you define the desired
outcome and depend on underlying mechanisms to deliver that outcome. This methodology tries to

reduce or eliminate the need for domain specific knowledge.
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Declarative Interfaces reduce or eiminate Domain Specific Knowledge
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Practical Example - Role Based Access Control

Control | Flexibility

Scale
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Reduced requirement for Domain Specific Knowledge enables effective collaboration
between Super NetOps and DevOps
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Lower domain specific knowledge enables simplified DevOps Orchestration

Security IPAM  Firewall

l l l l HTTPS ADC with
— Web Application ‘

Firewall
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Orchestration enables an effective DevOps culture



Concepts — Multi-TenancyZ LS

BIG-IP is Multi-Tenant inherently.
Route-Domains

Partition X

What about route-domain 0?

BIGIQ implements a Provider/Tenant model for multi-tenancy.

All automation code should be multi-tenant aware by nature.
It's not that hard... always use a partition for object names.
Always use a route domain on all L3 addresses (including 0).



Concepts — Source of Truth(tiness) I E3¥K;EHY
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Source of Truth — WAARFZINREMSYRER—RKREFEENEIER

Changes for a service s_hoyld propagate (pqsh) from the source of truth to sub-ordinate
systems. FTEHNIREEFIVABRITENEZ2RLERE / 5 ZER THRS
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To address real-world challenges we prefer to call this ‘Source-of-Truthiness’:

In an automation tool chain it's possible to create layers of ‘truth’ as long as sub-ordinate systems ‘filter’ the
service definition upstream.

What the northbound system doesn’t know won'’t hurt it.
KEEMSVHItATEERERNETRER. VAT HIRE LIEREETR.

IApp strict updates 2 Source Of Truthiness i W151% & H oA {EHA
BIGIQ service catalog 8%, [R5ZBEF=E & Source-of-Truthiness B/




Concepts — F5 fA4zVRI B ENEER1S

REST API,
IApps,
IWF Service
Catalog
Python SDK,
PyControl,
TMUI, TMSH

iIWF
Connectors,
Device
Onboarding,
Cisco Device
Pkg, LBaaS

LAYER 4-7

STATEFUL
SERVICES

LAYER 2-4

STATELESS

SERVICES

H 9 @

Local Load Application Application
Balancing Security Performance
TR
Global Load DDoS Identity and Application
Balancing Protection Access Proxies

LOOSELY COUPLED #\45=(28tg

S ®

Router Switch

{Qp

Secure Web
Gateway
(1 I |
1 1]

Firewall



Automating F5
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FERI3KTH - 3 Key Automation Tools

REST API
IApp Templates & iIApp App Services
BIG IQ



Introduction to REST
Based on HTTP and JSON

Uses HTTP verbs (GET, POST, PUT, PATCH, DELETE)

Data is sent using the Javascript Object Notation format
{

“attribute1”:"value1”,
“attribute2”:[*array”,’of","values’],
“attribute3”: [ { “nested1”:"value1”, “nested2”:"value2” }, {*"nested3”:"value3”} ]

}
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REST APIs and HTTP Verbs

The following table summarizes the interpretation of HTTP methods for REST APls.
HTTP methods (verbs) are used to create, read, update, and delete (CRUD) resources.
APIls must use HTTP verbs in a manner described in the table below.

APIs may implement a subset as required.

URI POST GET PUT DELETE PATCH
ofe][[Teiie)sl Create Get representation of Fully update all Delete all Partially update all resources in a
resources. all resources in the resources in a resourcesina  collection.
collection. collection. collection.

REE{II (I Used for non- Get a resource’s Fully update the Delete a Partially update a resource.

idempotent representation. resource if it resource.
controller exists.
resources.
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Response Codes

APIls must make use of HTTP response codes where appropriate.

The following table describes the required success response codes.

Response Code

200 OK

201 Created

202 Accepted

404

500

'Applicable Verbs

POST
PUT
PATCH
DELETE
GET

| Notes

Return on most positive responses including DELETE.

HTTP Location header contains link to newly created resource.

Return when a request will take a long time; server should return a Location
header for client to get state updates.

The resource does not exist.

Check /var/log/restjavad.O.log

21



Anatomy of a REST URI

https://192.168.1.1/mgmt/ tm/ltm/ poel/ ~Common~mypool/ members/ ~Common~ml:80

Root Organizing Collection(s) Collection Resource Sub-Collection Sub-Collection Resource

NOTE: Resource names map ‘~’ to ‘/’ (e.g. ~Common~mypool is really /Common/mypool)

22



iApps — #1TE{OIZERTHE

. fEK L4-7 B9 S
AbStraCtl O ﬂ Application Experience:

Performance, High-
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BALANCING SERVICES SECURITY
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Appllcatlon Team
L4—-L7

L4-7 Abstraction A d - }% - LzAicLs -

Full platform capability min

Site-specific customization Switch  Router

User — ie. Network Engineer Network



iApp tRkR (Templates)
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HiEm ST \*DE%I
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N AAIREEPE RE—1API Call

5 e E Enable granular
access to configuration (as needed)

Application Experlence
Performance, High-
Availability, a dSe curity

DDoS OPTIMIZ-
MOBILITY  pROTECTION ATION

LOAD- GATEWAY
BALANCING SERVICES SECURITY

ACCESS &
IDENTITY FIREWALL CONTEXT

Application Services
Policy

L4 —L7

ADC ADC ADC

ddy!

L2 -L3

Switch Router

Network
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App Services IApp

Designed specifically to enable Abstraction & Automation

Traditional iApp templates focused on a ‘wizard’ based Ul interface, not
automation

Fully supported by F5 Support Team

Implements an deployment model
Compatible with wide range of F5 TMOS software versions
Covers many L4-7 use cases including Security Services
Developed and released on GitHub
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L4-7 Service Deployments can involve multiple steps

IRSSEfER—IRE{EN - Service Deployment should be an
operation

IR LSRR A TERAERE ARSI - User queries the

status of the deployment to determine success or failure

EORFE R , BB ERIEEASE N , BEEE
Fllﬂ%ﬁi{ﬂmﬁz Allows other processes in the automation change
to continue




BIG IQ - IS5 HE Interface

o |L4-7 Abstraction
. Tenant/Prowder )_L IRSIET,

+ Eg. RENAHLZEIRERM
° SSL Certlflcate/KeyS -LXE Availability, and Security

DDoS OPTIMIZ-
MOBILITY  pROTECTION ATION
Y IE «]
ﬁé ﬁ/__, LOAD- GATEWAY

BALANCING SERVICES SECURITY
o FEHMNZEEIRL — IP, Subnet etc.

IDENTITY FIREWALL CONTEXT
Application Services

Policy
L4 —L7
HTTP Simple
—. ADC ADC  ADC
HTTPS Advanced ) >
iWorkflow © L1213
Application Security =
Other... Switch  Router
Service Catalog
Consumer

Network

Admin



THi#EHS Components

App Services IApp

Bt Bt EFHEBIG-IP IEEIRSS (Y (Abstract BIG-IP configuration into
Services)
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S5 BaliwHE /DevOps

C;@ef by puppet A vimware

ANSIBLE

Application Experience:
Performance, High-
Availability, and Security

sco vmware

openstack. EREILING | mraei | e
LOAD- GATEWAY
BALANCING  SERVICES SECURITY
ACCESS &

IDENTITY FIREWALL CONTEXT
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. _NINS L VT
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@rackspace._ Policy

OPENSHIFT
L4—L7
HTTP Simple
HTTPS Advanced . >
iWorkflow —> % 500

Application Security
Other...
U S e I Service Catalog Network



Continuous Integration
Continuous Development

CI/ICD




Dev
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collaboration

Communication relationships

Understanding and participating together

Integrated process

Ops
LOV



Dev
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The Goal — To Deliver Valuable
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Automation Jenkins
Layers of Abstraction

s BIG IQ
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WE MAKE APPS

GO

FASTER. SMARTER. SAFER.




SOLUTIONS FOR AN APPLICATION WORLD



